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STORAGE SYSTEM 



BACKGROUND OF THE INVENTION 

The present invention relates to a storage system for 
storing data to be used by a computer in a computer system 
and, more particularly/ to a storage systeia to be file- 
accessed through a network. 

In recent years, the quaritity of data to be handled 
in the computer increases so drastically that the capacity 
of the storage system for storing the data grows accordingly 
more and more- As a method for realizing the large-sized 
storage of a large scale but a lower cost, there is a storage 
system, which has a cluster configuration, ae disclosed in 
USP No. 6,256, 740- 

The storage system of the cluster configuration is 
configured to have a plurality of storages {hereinafter 
referred to as "storage nodes") of a relatively small 
configuration are coupled to each other through switches 
or the like. In this configuration, the cluster 
uunf iguration storage system can be configured by coupling 
a plurality of storage nodes according to the storage 
capacity needed, so that storage sysrems having varioue 
capacities from small to large ones can be scalably 
realized. 

As one kind of the storage system, on the other hand/ 
there is a Network Attached Storage (hereinafter referred 
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to as "NAS") , This is a storage system capable of accepting 
a file access through the network, and in fact, it is 
configured by a computer (hereinafter referred to ©« "NAS 
server") for providing the file system and a storage such 
5 as a disk device. Here, the "file" indicates a cluster of 
the data to be recognized by the user in the file oyetem 
or the like . 

The NAS is a storage system, which is usable because 
the user can use the file access directly. However, a 

lU protocol (e.g., LUb NFS) for acceooing the NAS is premiseH 
by the use of the TCP/IP (Transmission Control Protocol / 
Internet Protocol) . As the frequency of the access to the 
NAS rises, therefore, the processing load on the TCP/IP in 
the NAS raises a problem. As a technique for solving this 

15 problem, there is disclosed in PCX International Laid-open 
No. 02/069166 a technique, in which the proceaeincr of the 
TCP/IP is separated from the NAS server into a single 
hardware (hereinafter referred to as "TCP/IP processor") 
and in which the TCP/IP processor and the NAS server are 

20 accessed through a switch. In PCT lntornationa.1 T.aid-Open 
No. 02/0693 66, the command issued by the computer is 
processed up to the TCP/IP layer by the tcp/ip pxoceasor 
and is then procesBed by the NAS server. In case the NAS 
server accesses the storage, there is used the storage which 

25 is connected to the SAN through Fiber Channel Switching 
Module. 
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SUMMARY OF THE INVENTION 

In the technique disclosed in PCX International 
Laid-open No. 02/069166, the relation between the NAS server 
to be acceeeed and the port of the TCP/TP processor set with 
the network address given to the NAS server is uniquely 
decided at 1 : 1. When the frequency of accesaing the NAS 
server rises or when the quantity of data to be transfftrred 
increases, therefore, the processing performance of the 
TCP/IP processor or the NAS server creates a bottleneck to 
lower the response. la t:ase the TCP/IP processor or the NAS 
server fails, moreover, it is Impossible to continue the 
use of the NAS having failed. 

Moreover, the aforementioned problems cannot be 
solved merely by introducing the NAS siinpl y into the cluster 
configuration storage system of USP No. 6, 256,740. 

One embodiment of the present invention is a storage 
system having the following configuration. The storage 
system comprises: an interface unit (hereinafter referred 
to as "I/F processor") which processes the communication 
protocol o£ a frame (containing a command, data and so on, 
and may be a packet or thfi like) to be transferred between 
the storage system and a computer; a first controller- 
(hereinafter referred to as "NAS unit") which processes the 
file operation (to write, read, create and delete the data 
in a file); a second controller (hereinafter referred to 
as "cache adapter") which controls a storage; and an 



inf.«riial network for accessing the individual portions 
mutually. In this contiguratlon, the I/F procceeor having 
received the frame transmitted by the computer transmits 
the received f r<.7n« on the basis of its contents to the HAS 
processor, and transmits the frame to the cache adaptor. 
At this time, the I/F processor uaea the information on the 
corresponding relation between the address assigned to the 
I/F processor and the HAS unit. 

In another embodiment, moreover, the configuration 
may be modified such that the aforementioned storage system 
has a second I/F processor connected to another storage 
system. In this case, moreover, the cache adapter may bo 
omitted from the aforementioned configuration. In this 
case, the frame is transferred to another storage system 
through the first I/F processor and the second I/F 
processor. 

in accordance with the status, on the Other hand, the 
NAS unit having accepted the frame takes access to another 
storage system for a predetermined operation through the 
cache adapter or the second I/F processor, and then 
transmits a response to the frame, to the I/F processor. 
At this time, the NA5 unit uses the information on the 
corresponding relation between the file and the cache 
adapter or another storage system stored with the file. 

Here, it is possible to conceive another embodiment, 
which is configured to include a plurality of i/r proressors 
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and a plurality of NAS units bo that either the processing 
load may be distributed or the processing may be InherlLeU 
when a failure occurs, by suitably setting the corresponding 
relation between the I/F proressor and the NAS unit. 
5 In another embodiment, the configuration may toe 

modified such that the cache adapLer has neither the cocho 
memory nor the disk device. 

In a configuration of another embodiment, moreover, 
the management computer (hereinarter ieferred to as 

10 "manageiuent server") which manages the various kinds of 
information such as the corresponding relation between the 
address assigned to the I/P processor and the NAS unit or 
the corresponding relation between the file to be processed 
by the NAS unit and either tHfi cache adapter stored with 

15 the file or another storage system, or a similar manager 
is provided in the storage system (or connected to tho 
storage syetem) . The managamant server issues a 
reconfiguration instruction of the corresponding relation 
between the address assigned to the I/T processor end tho 

20 NAS unit, to the storage Byetem so that the reconfiguration 
can be made to distribute the processing load and to inherit 
the processing when a failure occurs. 

BRIEF DESCRIPTION OP THE DRAWINGS 
25 Fig. 1 shows one example of the hardware configuration 

of a system; 
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Fig. 2 Is a diaGTram showing one example of the software 
configuration of a storage 130; 

Fig. 3 Is a diagram showing one example u£ upper 
logical device management information; 
5 Fig. 4 is a diagram showing one example of LU path 

management information; 

Fig* 5 is a diagram showing one example of a lower 
logical device management information; 

Fig* 6 is a diagram showing one example of physical 
10 device management information; 

Fig, 7 is a diagram showing one example of external 
device management information; 

li'lg. 8 is a diagram showing one example of an external 
device definition program; 
15 Fig. 9 is a diagram showing one example of a logical 

device definition program; 

Fly. 10 la a diagram shuwiny one example of an LU path 
riftfinit-ion program; 

Fig. 11 is a diagram showing one example of a request 
20 switching program; 

Fig. 12 is a diagram showing one example of a cnminanri 
processing program; 

Fig. 13 is a diagram showing one example of an 
asynchronous destaging program; 
25 Fig. 14 is a diagram showing one example of an external 

device path reconfiguration program; 
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Fig. IS is a diagram showing one example of the 
software configuration of a management terminal; 

Flg. 16 is a diagram showing on© example of MAS 
managenent: information; 

Fig. 17 is a diagram showing one example of port 
management information; 

Fig. 18 is a diagram showing one example of a NAS 
management information reconfiguration program; 

Fig. 19 is a diagram showing one example of o port 
management information reconfiguration program; 

Fig. 20 is a diagram showing one example of a NAS/port 
failure management program; 

Vig. 21 is a diagram showing one example of a f11#» 
aeccBB program; and 

•Fig. 22 is a diagram showing one example of a 
cooperative mode program. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Fig. 1 is a diagram showing a configuration of one 
embodiment of the eystcm, to which the present invention 
is applied. This system includes: at least one computer 
(hereinafter referred to as "host computer") 100; at least 
one switch 120; a storage system (hereinafter referred to 
ae "storage") 3 30; at least one storage (hereinafter 
referred to as "external storage") 180 connected to the 
storage 130 through the switch 120; a management server 110; 



and a management terminal 190. 

The host computer 100/ the switch 120, the storage 130 
and the external otorage 180 are connected to the management 
server 110 through an IP network 175 and is integrally 
managed by the not-shown management software operated by 
the management server lio. Here in this embodiment, the 
storage 130 tahes a mode, in which it is connected to the 
management server 110 through the management terminal 190, 
but may be so configured that the storage 130 is directly 
connected to the IP network 17 5. 

The host computer 100 is a computer including a CPU 
101 and a memory 102, and performs predetermined programs 
by cauBing the memory 102 to read the softwares Rur.h as the 
operating gystftm and the application programs, which are 
stored in a storage 103 such as a disk device or an optical 
magnetic disk device, so that the CPU lOl reads from the 
memory 102 and executes the softwares. Moreover, the host 
computer 100 is provided with an input device 104 such as 
a keyboard or a mouse and an outpuL device 105 eueh ae a 
display. An input from the host management unit or the like 
is accepted bv the input device 104 and the information 
instructed by the CPU 101 is output Led to the output dcvic 
105. 

Moreover, the host computer 100 is provided with at 
least one port 107 which transmits and receives the data 
to and from the external device such as the storage 130 
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through a network 176/ and at least one interface controller 
106 which transmits and receives the data to and from Lhe 
management server 110 through the IP network 175. 

The management server 110 is a computer like the host 
5 computer 100 and performs predetermined programs such as 
the operation/maintenance managements tlie entire system 
by causing the memory 112 to read the management software 
and so on, which are stored in a storage 113 such as a disk 
device or an optical magnetic disk device, so LUat CPU 111 

10 read;* from the memory 112 and executes the software. When 
the management software is run by a CPU 111/ the management 
server 110 collects the configuration information, the 
resource using rate and the performance monitoring 
information of the individual devices in the system, from 

IS an interface controller 116 through the IP network 175. The 
management server 110 outputs Lhusi*^ collected information 
to an output device 115 and presents them to the manager 
or the like of the storage. The management server 110 
receives an instruction from the storage manager through 

20 an input device 114 and transmits the received 
operation/maintenance instructions to the individual 
devices through the interface controller 116. 

The switch 120 has a plurality of ports 121 and an 
interface controller 123. The ports 121 are connected to 

25 the ports 107 of the host computer 100 through the IP network 
176 or with ports 141 of the storage 130 through an IP network 
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177. Moreover, the interface controller 123 is connected 
to the management server 110 through the IP network 175. 
The switch 120 perforias the general programs such as the 
path controls belonging to the switches in the IP network 
5 175. 

The storage 130 has a clusLer configuration. 
Specifically^ the storage 130 -inr-ludes a plurality of 
protocol adapters 140^ a plurality of cache adapters 150, 
at least one a NAS unit 145, and a configuration manager 
10 160, which are connected to each other by an internal network 
170. 

The protocol adapter 140 includes a plurality of ports 
141, at least one conLxrul processors 142, a xaemory 143, and 
a network controllor 14 4 connect.ftfJ to the internal network 

15 170, The protocol adapter 140 analyzes the command received 
from the port 141 to decide the device or the NAS unit 145 
to be accceeed, and transfers a command or data from the 
network controller 144 to the suitable cache adapter 150 
or NAS unit 145 through the internal network 170* Here, th 

20 "device" will be termed as the physical or logical storage 
area provided by the storage. 

On the other hand, the protocol adapter 140 can bt? 
connected to another storage such as the external storage 
180 through the port 141 - Tn this case, the protocol adapter 

25 140 connected to the external storage 180 transmits an 
input/output request received from anoLher protocol adapter 
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140 or ;»n input/output request received from the cache 
adapter 150, to the external storage 180. As a result^ the 
host computer 100 or the NAS unit 145 can write the data 
in the external storage 180 (hereinafter referred to as 
5 "Write") or can read the data from the external storage 180 
(hereinafter referred to as "Read"). 

Here in this eicibodinent^ the ports 141 are assumed to 
correspond to both TCP/IP to be used mainly in the IP network 
and the Fiber Channel (hereinafter referred to as "FC") 

10 using the SCBX as the upper protocol- The communication 
protocol cuch as the. NFS to be used for an access to the 
NAS is located as the upper protocol of the TCP/IP protocol. 
In this embodiment, for simplicity of description, the file 
access protocol to be used for an access to the NAS is the 

15 NFS, but may be another protocol such as the GIFS or may 
support a plurality of file access protocols . Moreover, the 
iSCSI (Internet SCSI) or the like to be used in the case 
of a storage access (of the device) through the IP network 
is also located as the upper protocol of the TCP/IP protocol . 

2U The protocol adapter 140 corresponds to not only the 
protocol to be used for an access to the NAS such as the 
NFS but also the protocol for an access to the device 
belonging zo the storage such the iscsl. 

In case the device of the storage 130 or the external 

P5 storage 180 is to be utilized as the block device, the host 
computer 100 communicates with the storage 130 by using the 
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protocol such as the FC or the iSCSI through the FC or IP 
network - 

Here, the ports 141 ift&y have o configuration not 
correaponding to the protocol of th© FC. Moreover^ the 
5 configuration may also correspond only to the protocol to 
be used for an access to the WAi> such as the NFS. 

The cache adapter 150 includes! at 3e«st. one port 156; 
at least one disk device 157 connected to each port 156; 
at least one control processor 1S2; a memory 153 
10 correspondixig to each control processor 152, at least one 
disk cache 15d; at least otir control memory 155 ; and a network 
controller 151 connected to the internal network 170, 

The control processor 152 processes eueh an 
input/output request for the disk dev1r.« 157 existing in 
IS the common cache adapter 150 as is received through the 
internal network 170 by the network controller 151 • In case 
the cache adapter 150 provides the host compotftr 100 or the 
NAS unit 145 with the disk devices 157 as one or more lower 
logical devices like the disk array, the control processor 
20 152 performs the management of the corresponding relation 
between th© ]ow«?%r logical device and the disk device 157 
and the prograia to convert the access request for the lower 
logical device into the accede request for the disk device 
157. Further, the control pror.essor 152 runs the various 
25 programs such as the data copy or the data reconfiguration. 

In order to accelerate the processiny speed for th 
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access request from the host computer 100 or the NAS unit 
145, the disk cache 154 is srored in advance with th© data 
frequently read from the disk device 157 and temporarily 
with the write data rpneived from the host computer 100. 
Here, a response to a write request is returned to the hosL 
computer 100 or the WAS unit 145, after the asynchronous 
destaging operation using the disk cache 154 ^ i.e., the 
writing data (hereinafter referred to as "write data") 
received from the host computer 100 or the nas unit 14 5 was 
stored in the disk cache 154 and before the same is actually 
written in the. disk device 157. In this case, in order to 
prevent the write data stored in the dislc cache 154 from 
disappearing bijfore written in the disk device 157, it is 
desired to improve the usability of the disk cache 154 either 
by making the disk cache 154 as a nonvolatile memory by a 
battery. backup or by doubling the same for improvoment a 
rtjsistance to a medium failure • 

The control memory 155 is stored with information 
necessary for the cache adapter 150 lo manage: the dick 
device 157, the physical device configured in combination 
of the disk devices 157 or the device in the external storage 
180 (hereinafter referred to as "exLt^mal device"), as 
connected to Lhe storage 130 through the protnnol adapter 
140; and the corrftsponding relationship between the 
external device or the physical device and the lower logical 
device. When the control InformaLion stored in the control 



13 



memory 155 disappears, the host computer 100 or the NAS unit 
145 becomes unable to access the data stored in the disk 
device 157 belonging to the cache adapter isn. It is, 
therefore, desired that the control memory 155 is configured 
for a higher usability by making it into the nonvolatile 
memory with the battery backup or by doubling it for 
improving the resistance to the medium failure. 

In another configuration, moreover, the cache adapter 
150 may control only the devices of the external storage 
180 exclusively, without the port 156 and the disk 157. 

The NAS un-it 145 includes: one or more CPUs 147; one 
or more memories 149 corresponding to the individual control 
processors; and a network controller 146 connected to a 
storage 148 and the internal network 170. The control 
programs stored in the storage 148 are read to the memory 
149 and are run by the CPU 147, so that the NAS unit 145 
performs predetermined prorjr^ms. 

The CPU 147 processes the command, as received from 
the network controller 14b through the internal network 170^ 
and trausfmite the reeponcc command to the protocol adapter 
14 0 having transmitted the command. In case the device 
access is needed (for writing or reading the data in or from 
the rile) at the command processing time, the CPU 147 
transmits the input/output request through the network 
controller 14 6 to either the cache adapter 150 providing 
that device (namely, providing the device to be mounted in 
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the file system being executed in the NAS unit) or the 
external storage 180/ and receives the response through the 
internal netwoik 17 0 from the network control ler 14 6. Here 
in the casa of accessing the device, the NAS unit 1.45 converts 
5 the received command of the file access into the access 
command to the block of the device, in which the data of 
that file are stored- 

The configuration manager 160 includes: one or more 
control processors 162; one or more laemorice 163 
10 corresponding to the individual control processors; one or 
more control laemnries 164; a storage 165; a network 
controller 161 connected to the internal network 170; and 
an interface controller 1G6. The control program stored in 
the etoraga 165 is r«ad in the memory 163 and is run by the 
15 control processor 162, so that predetermined progtama for 
the configuration manayement and the failure management of 
the storage 130 are run. 

The control processor 162 transmits the configuration 
information to be presented to the storage manager, to the 
2 0 management terminal 190 accessed thereby through the 
interface controller 166, and receives the 
maintenance/operation instruction inputted from the 
manager to the management terminal 190, from the management 
terminal 190, so that it reconfigures the storage 130 in 
25 accordance with the instruction received. The 
configuration information of the storage 130 is stored in 
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the control memory 164. The configuration information 
stored in the control memory 164 can be referred to or updated 
by the control pro«essor 142 of the protocol adapter 140, 
the control processor 1.S7 of the cache adapter 150/ and the 
5 control processor 147 of the NAS unit 145. As a result, the 
configuration information can be shared between the 
protocol adapter 140 and the caoho adaptor ISO in the storage 
130. 

Here in case the configuration manager 160 is luede 

10 inoperable by a failure, the storage 130 cannot be accessed 
in its entirety. Tt. is, therefore, desired to double the 
individual configuration components in the configuration 
manager 160 or to mount the configuration manager 160 in 
plurality in tha storage 130 thereby to double the 

15 configuration manager 160 itself. Moreover, an I/I* tromthe 
management terminal 190 to each cache adapter ISO can be 
separately provided to share the control of the 
eonf i gnration manager 160 between each cache adapter 150 
and the management terminal 190 thereby to configure the 

20 configuraLion manager 160 exclusively of the control memory 
164, The configuration manager 160 can also be omitted by 
holding the information in the control memory 164, in the 
control memory 155 ol each cache adaptor ISO, 

The internal network 170 connects the protocol adapter 

7h 140, the cache adapter 150 and the. configuration manager 
160 to each other, and executes the 
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transmissions/receptions of the data, the control 
information and the configuration information between those 
individual devices, with this internal network 170, the 
configuration manager 160 is enabled, to manage the 
5 configuration of the storage 130 by distributing the 
configuration informaclon of the storage 130 to the protocol 
adapter 140, the cache adapter 150 and the NAS unit 145 and 
by acquiring the configuration information from the 
protocol adapter 140, the cache adapter 150 cind the NAS unit 
10 145. 

The intFirnal network 170 transfers the access request 
among the protocol adapter 140, the cache adapter 150 end 
the NAS unit 145 so LhaL the host computer 100 can access 
an arbitrary upper logical dftvice belonging to the NAS Unit 

15 145 or the cache adapter 150/ from an arbitrary port 141 
of the protocol adapter 140* Here, the internal network 170 
io desirably multiplexed frnm the viewpoint of improving 
the usability. 

The management teirminal 190 is a computer including: 

20 ti CPU 192; a memory 193; a storage 194; interface 
contrnllftr 191 connected to the configuration manager 160; 
an interface controller 197 connected to the IP neLwork 175; 
an input device 195 which accepts an input from the storage 
manager; and an output device 196 such as a display which 

25 outputs the configuration information or the management 
information of the storage 130 to the storage manager. The 
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CPU 192 reads out the storage management program stored in 
the storage 194, to the memory 193, and runs the program 
thereby to refer to the configuration information, instruct 
the reconfiguration and instruct the operation of a specific 
function, so that it acts as an interface between the storage 
manager or the management server lio and the etorag© 130 
in connection with the maintenance/operation of the storage 
130. 

Here, the storage 130 may also be managed with a 
management eultware operating on tha managemeni-. server 110, 
by omitting the management terminal 190 to access the 
storage 130 directly with the management server lio. 

The ejsterual storage 16 0 includes: one or more ports 
181 connected to the port 141 of the protocol adapter 140 
in the storage 130; a control processor ia2; a memory 183; 
a disk cache 1B4; one or more disk devices 18 6; one or more 
ports 105 connected to the individual disk devices 186; and 
an interface controller 167 connected to the IP necworlc 
175. The external storage 180 is connected to the storage 
130 through its own port 181 and switch 120. The external 
device or the logical Storage area, which is configured of 
the disk device 18 6 belonging to the external storage 18 0, 
is provided aa the upper logical device belonging to the 
storage 130, to the NAS unit 145 or the host computer 100 

by the storage 130. 

Here, the system may also be provided with an FC switch 
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in addition to the switch 120 so that the external storage 
180 maybe connected to the storage 130 through the FC switch. 
The storage 130 and the external storage IBO may also be 
directly connecterf to each other not through the switch. 
5 Further, the system may also be configured wiLhuut the 
external storage 180. 

The control procftssor 182 runs the program stored in 
the memory 183, to process the input/output request received 
from the port 181 to the disk device 16G. In this embodiment, 

10 the external storage 180 is made of a storage having not 
a cluster configuration but a smaller configuration than 
that of the storage 130, but may be a storage o£ a similar 
scale having Lhe same configuration as that of the storage 
130 . Moreover, thR external storage 190 may be a single disk 

15 device group such as the JBOD (Just Buncn or DiaK) having 
neither the disk cache 184 nor the control procefisor 182. 

Here will be briefly described the summary of the 
operations of the system of this embodiment. 

The upper logical device, which is configured of the 

20 disk device 157 belonging to the storage 130 or the external 
devicft. is partially or wholly provided for the NAS unit 
145 for the file access program. 

The cummand (or the command of the f i 1ft access) r which 
is transmitted to the storage 130 so that the host computer 

25 100 may use the file stored in the storage 130, arrives at 
the port 141, to which the file accessing (NFS) address is 
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assigned, of the storage 130. The protocol adapter 140 
having that port 141 analyzes that ccnmand, selects the MAS 
unit 145 Lo piocess the command, and transmits the r.ommand 
to the NAS unit 14 5 se?. erted through the internal network 
170. 

The NAS unit 143 having received the command manages 
the file designated by the command. In case the access to 
the dftvice (i.e., the file stored in that device) becomes . 
necessary while the conunand is being processed, the NAS unit 
145 tranaittiLs the occeoe command to ths cache adapter 150 
to acquire the n«eessary data or to store the data in the 
cache adapter 150, if that device is the upper logical device 
provided by the cache adapter ISO . Here in case the external 
device is contained in thft upper logical device/ the cache 
15 adapter 150 transmits the command through the protocol 
adapter 140 to the external storage 190. In case the HAS 
unit 145 utiliaeo the device provided by the external 
storage 180 directly, the NAS unit 145 transmits the access 
command to the protocol adapter 140, by which that external 
20 storage 180 is eceeaocd, to acquire the necessary data or 
to stora the data in the device provided by the external 
storage IBO. 

The NAS unit 145 having ended the processing of the 
command generates a response cciamand and transmits it to 
25 the protocol adapter 140 of the transmitter of the command 
which was received in advance through the internal network 
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1-70. The protocol adapter 140 having received the response 
command transmits the response conutiand to the host coiuputer 

100. 

Here, for simplicity of expressions^ the protocol 
adapter 140, the cache adapter 150, the configuration 
manager 160, the management terminal 190 and the NAS unit 
145 will be ©bbreviatad into PA, CA, MA, ST and AA, 
respectively, in the following description. 

In the embodiment of the present invention, the 
relations (hereinafter referred to as "device layer") among 
the individual disV devices, physical devices, the lower 
or upper logical devices in the storage 130 are as follows. 

At first, in the CA, a plurality of disk devices 157 
configure the disk array, which is managed as the physical 
device by the CA. The external device provided by the 
external storage 180 connected to the pa ia recognized by 
the PA and is then managed by the MA. 

In the CA, moreover, the lower logical device ia 
assigned to either the physical device existing in the CA 
or the external device to be connected through that CA. The 
lower logir.al device is managed in each CA, and its number 
is managed independently of each CA. The lower logical 
device is made to cotiespond to the upper logical dev1r« 
by the MA and is provided as the logical storage (or device) 
provided by the storage 130, for the host computer 100 or 
the AA. 



21 



Sper.ifically, what is recogniaedby the host computer 
100 or the AA is the upper logical device of the storage 
130, and the host coiuputer 100 accesses the data stored in 
the storage 130 or the ©stomal storage 180, by using the 
information for identifying the upper logical device. 
However, the AA can access the external device of the 
external sLuxaye 180 directly through the PA in accordance 
with the management information- In this case, the external 
device is not assigned to a specific CA. 

Here, the Individual disk devices 157 may be one 
phyoical device, one lower Ingical device and one upper 
logical device. A plurality of physical devices may 
correspond to one or more lowex- logical devices/ and a 
plurality of lower logical devices may also correspond to 

r 

one or more upper loqlcal devices. 

Before entering into the operations of this aystem, 
here will be described the pieces of information, which 
belong to th« individual conf iquration elements of this 
system. 

Fig. 2 is a software configuration diagram showing one 
e«taiaplo of the control memories of the individual 
configuration elements of the storage 130, the control 
information and the management information stored in the 
memoriea, and th© programs for the storage control 
processing . 

As the management information for managing LUe device 
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layer of the storage 130, lower logical device management 
information 201, physical device management information 202 
and cache managemenL information 203 are stored in the 
control memory .155 of the CA, and upper logical device 
management information 204, external device management 
information 205 and LU path management Information 206 are 
stored in the control memory 164 of t^n MA.. 

The individual pieces of control information stored 
in the control memory 15b of the CA and in the MA can be 
referred/updated from eoeh CA, e^ch PA, each AA and each 
control processor in the MA, but then an access is needed 
through the internal network 170 or the like. In order to 
improve the processing performance, therefore, a copy of 
the control information neces.tary for the program to be run 
in each control processor is held in the memory in each 
portion (i.e., CA, PA, AA and MA) . 

In caec the control information managed by each 
portion is updated by a reconfiguration, this portion 
notifies another portion ot it through the inLemal network 
17 0 so that the latest information is fetched from the 
control Tn«mory of that portion by the memory of another 
portion. In another method for notifying another portion 
of the updating in case the control information is updated, 
for example, each portion is provided with a flag indicating 
the presence or absence of the updating on the control memory 
for each configuration information held in the control 
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memory of itself, so that the control processor of each 
portion checlcs the updating with reference to that flag 
eicher at the Liiufci ul starting itc proceoaing or at each 
time of referring to each configuration information. 
5 Here, the neroory of each portion is stored with the 

control program to operate on the control processor la each 
portion in addition to the copy of the aforementioned 
control inf ormritinn . 

As the management information on the processing (e.g. i 
10 the file access or a fail-over at a failure) of the NAS, 
NAS management information 223 and port management 
information 224 are stored in the control memory 164 of the 
MA. 

The memory 143 of the PA is stored With: a copy 214 
15 of either the entirety of the upper logical device 
management information 2 04 or the information on the 
uperation of the PA; a copy 215 of either the entirety of 
tV\A ftxternal device management information 2 OS or the. 
information on the operation of the PA; a copy 216 of either 
20 the entirety ol Llie LU path management information 206 or 
the information on the operation of the PA; a copy 222 of 
port management information of either the entirety of LUe 
port management information 22 4 or the information on the 
operation of the PA; a copy 721 of NAS management information 
25 of either the entirety of the NAS management information 
223 or the information on the operation of the pa; a request 
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switching program 251 for switching the data or coinmanda 
received from the port 141 or the network controller 144; 
an LU path definition program 2 52; an external device 
definition program 253/ a NAS/port failure management 
5 program 231; and a file access program 229. 

The control memory 155 of the CA is stored with the 
lower logical device management information 201, the cache 
Tni^nagement' information 203 and the physical device 
management information 202 . The memory 153 is stored with: 

10 a copy 211 of the luwer logical device management 
information 201; a copy 212 nf the physical device 
management information 202; a copy 215 of either the 
entirety of the external device manageunsnt information 205 
or the information on the operation of the CA; a command 

15 processing program 254 for processing the input/output 
command received from the PA or the aa; a logical device 
definition program 2 55; an asynchronous destaging program 
257; and an external device path reconfiguration program 
256. 

2 0 The control memory 1G4 of the MA is otorcd with the 

upper logical device managRment information 204^ the 
external device management information 205/ the LU path 
management information 206, the NAS management information 
223 and the port management information ?.P.4 . The memory 163 

25 is stored with a copy 210 of the entire device management 
information • (i.e., the upper logical device managemeiiL 
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information 204, the lower logical device management 
information 201, the physical device manage:nent intormation 
202 and the external device management information 205) , 
the logical device definition program 255^ the external 
device path reconfiguration program 256, the LU path 
definition program 252/ the NAb/port failure management 
program 231, the external device definition program 253, 
a N^S 7n;anagement information reconf iQUration program 225 
and a port management information reconfiguration program 

The memory 149 of the AA is st.nrfld with: a copy 227 
of the entirety of the NAS management information 223 or 
the information on the proc:e6sing of the AA; the copy 215 
of the entirety of the extftrnal device management 
information 205 or the information on the processing of the 
AA; the cache management information 230 of the AA; the 
NAS/port failure management program 231; and the file access 
program 229. 

Here in this embodiment, all the pieces of management 
Information (i.e., the lower logical device management 
information 201 , the physical device management information 
202, the upper logical device management information 
the external device management information 205, the LU path 
management information 20 6, the NAS management information 
223, the port management information 224, and their 
individual copies) are assumed to have been set in advance 
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at the initial values at the shipping time of the storage 
130. After thiS/ these values are properly set and changed 
tor the operations by using Lhe later-described method under 
the control of the storage manager or th« management server. 
5 Fig. 15 is a software configuration diagram showing 

one example of a program for the control information and 
Lhe citor'age control processing atored in the control memory 
of ST. ThR memory 193 is stored with: a copy 210 of the whole 
device management information (i.e., the upper logical 

10 device management infoxxuation 2 04, the lower logical device 
mahagemont information 201, the physical device management 
information 202 and the external device management 
information 205) ; the copy 257 of the NAS management 
information 223; a copy 2 32 of the port management 

15 information 224; the logical device definition program 2SS; 
the LU path definition program 2 52; the external device 
definition program 253; the NAS management information 
reconfiguration proaram 225; the port management 
information reconfiguration program 226; and the NAS/port 

20 failure management program 231. 

Fig. 3 is a diagram showing one configuration example 
of the upper logical device management information 204 . The 
upper logical device management information is provided for 
every upper logical devices with entries 31 to 39 for holding 

25 the sets of information from the upper logical device number 
to the corresponding external device number. Here, the 
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entry 39 may be omitted in case the reconfiguration 
management program is not used. 

The entry 31 is stored with the number whinh is 
assigned by the MA to the upper logical device so as to 
5 identify the corresponding upper logical device . The entry 

32 is scored with the s Lor age capacity of the upper logical 
device which is decided wi th the upper logical device number. 
The entry 33 is stored with the number of the lower logical 
device corresponding to the upper logical dcNrice and the 

10 number of the CA, to which the lower logical device belongs. 
Tn case the upper logical device is not defined, the entry 

33 is set with an invalid value • Here, this number of lower 
luyical device is the entry number of the lower logical 
device management information 201 held by the CA managing 

15 the lower logical device. 

The entry 34 is set with the information indicating 
the status of the corresponding upper logical device. As 
this status, there are "On Line", "Off Line", "Not Mounted" 
and "Failure Off Line" . The "un Line" indicates Lhe statue, 

20 in which the upper logical device runs normally so that it 
can be accessed from the host computer 100 or the AA. The 
"Off Line" indicates the status, in which the upper lu^lu^l 
device is defined end running normally but cannot be 
accessed from the host computer 100 or the AA because the 

25 LU path is undefined or for other reason. The "Not Mounted" 
indicates the staLus, in which the upper logical device is 
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not defined so that it cannot be accessed from the host 
computer 100 or the AA. The "Failure Oft Line" indicates 
the status/ in wliich the upper logical device fails so that 
it cannot be accessed from the host computer 100 or the AA, 
5 In this embodiment, it is assumed for simplicity that, 

in advance at the shipping time of the storage 130, the lower 
logical device is assigned to the physical devi re produced 
in the disk device 157 whereas the upper logical device is 
assigned to the lower logical device. Therefore/ the entry 
10 34 for the upper logical device aaaignod to the lowar logical 
device has hhft initial value "Off Line", and but the upper 
logical device is not defined for the remaining upper 
logical devices so thai Lhe entry 34 haa the initial value 
"Not Mounted" . 

15 In the entry 35/ there are registered a port number, 

a target ID and a LUW. The port number to be registered 
herein ±a the information indicating what pdrt nf the ports 
141 or the network controller 146 of the AA or whether or 
not the corresponding upper logical device is connected lo, 

20 that is/ the identifier formation of the port 141 to be Xismd , 
to access the corresponding upper logical device or the 
network controller 14 6 of the AA. Here^ the identifier 
Information of the port 141 or the network controller 14 6 
of the AA is the unique number in the storage 130, as assigned 

25 to each port 141 and the network controller 146 of the AA, 
In the entry 35, there is recorded the number of the port 
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141 cr the network controller 146 of the AA, in which the 
upper logical device is LUN-def ined. 

Mureover, the target ID and the LUN are the identifiers 
for identifying the upper logical device. In this 
5 embodiment, as the identifier for identifying the upper 
logical device, th«ie are uaed the SCSI-ID and the loflical 
unit nuniber (LON) which are used in case the device is 
accessed in the SCSI protocol from the host computer 100 
and the AA. 

10 lu the entry 36, there is register«d the host name for 

identifying the host computer 100 or the AA, which is allowed 
to access to the upper . logical device. The host name may 
be Bxeiuplified by euch a value, e.g., the WWN (World Wide 
Name) or the iSCSI given to the port 107 of the host computer 

15 100 as can identify the host computer lOO or the port 107 
and the Mi uniquely . m addition, the storage 130 holds the 
management informat i on on the attributes, such as the WWN 
of each port 141,. the MAC {Media Access conrrol) addreao 

or the IP address. 
20 The entry 31 ie stored with the values of "through CA", 

"nirect PA" or "To Direct PA", which indicate the processing 
mode of the input/output request for the upper logical 
device. 

Th*i "through CA" indicates the processing mode, in 
25 which the upper logical device is not made to correspond 
to the external device, or in which the upper logical device 
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is made to correspond to the external device and in which 
the input/output request at the CA 150 is necessary for th« 
input/output request to the upper logical device. 

The "Direct PA" indicates the processing mode, in 
5 which the upper logical device is made to correspond to the 
external device and in which the input/output request for 
the upi^er logical devic« can be transferred directly between 
the PAS not throuqh the CA. 

The "To Direct PA" indicates the trenoient status, in 
10 which the external device access mode is switched from the 
••through CA" to "Direct PA", namely, that the later- 
described switching operation is being e*ecuted in the 

corresponding CA. 

The entry 38 is set with the ID number of the external 
15 device, in case the upper logical device is made to 
correspond to that external device, but otherwise with the 

invalid value. 

in the entry 39, there is registered the 
reconfiguration management poixiUer. The reconfiguration 

2U management pointer is used in case the upper logical device 
ie in the "To Direct PA", and is the information indicatiay 
the leading address of such a storage area belonging to th 
upper logical device as indicates th« leading address of 
the area where the access mode switching operation of the 

25 external access is not completed. Here, the entry 39 may 
be omitted in case the "To Direct PA" operation is not done. 
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Fig. 4 is a diagram showing one configuration example 
of the LU path management information 206. This LU path 
management inlormation 206 is provided with infonr.ation 
holding entries il to 43 for every effective LUN that is 
5 defined for the individual ports 141 belonging to the PA 
or the network controller 14 6 of the AA. Th« entry 41 is 
stored with the address of the LUN, which is defined for 
(or assigned to) the port 141 or the network controller 14C 
of the Mi. 

10 The entry 42 is stored with the number of the upper 

logical device, to Which the LUN is assigned. In the entry 
43, there is registered the intormarion iadicoting the host 
computer lOO or the AA allowed to acc«ss the LUN, such as 
the number of the MWN or the network controller 146. 
15 Here, the ports 141 or the network controllero 146 of 

the AA is defined for (or assigned to) one upper logical 
device, which may be accessed from. the porta 141 or the AAs. 
IX, this case, the union of the values registered with. the 
entry 43 of the LU path management information 20fi on th 
20 individual LUNs of the ports 1.41 or the AA is held in the 
entry 3fi nf the upper logical device management information 
203 on the upper logical device. 

Fig. 5 is a diagram showing one configuration example 
of the lower logical device management information 201. 
2fi Each CA is provided for each lower logical device belonging 
to itself with entries 51 to 56 for registering a set of 
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pieces of information from the lower logical device nuinbsr 
to the corresponding upper logical device number . Hero may 
be omitted the «utry 56, in case th« reconfiguration 
management pointer is not used. 

In the entry 51, there is registered an id number for 
identifying the corresponding lower logical device- The 
entry 52 is stored with th« storage capacity of the lower 
logical device decided with the entry 51. 

The entry 53 is stored with the id number of th« 
physical device of the OA or the ID number of the external 
device existing the external storage 180 which is made to 
correspond to the lower logical device . The entry 53 is sot 
with the invalid value, in case neither the physical device 
nor the external d«vj c« is assigned to the lower logical 
device. Here, the device number to be registered in the 
entry 53 coincides with either the physSral device 
mtinagement information 202 held by the CA managing the lower 
logical device or the entry number of the external device 
management information 205 held by the MA. 
0 The entry 54 io est with the information indicating 

the status nf the lower logical device. The contents of the 
set information are identical to thoae of the entry 34 of 
the upper logical device aenagoment information 204 so that 
their description will be omitted. The entry 55 is set with 
S the upper logical device number corresponding Lo the lowex 
logical device. 
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In the entry 56, there is registered the 
reconfiguration management pointer. This pointer is 
identical to LUe reconfiguration managfiment pointer of the 
upper logical davi r.B management information 204, and is the 

5 information which is used in case the upper logical device 
corresponding to the lower logical device is tha "To Direct 
PA" and which indicates the leading address of such a storage 
area of the lower logical device corresponding to the upper 
logical device being transferred that the path 

10 reconfiguration program of the external access is not 
completed . 

Fig. 6 is a diagram showing one configuration example 
or the physical device nanagemant information 202 for . 
mangiging the physical device which is configured of the disk 
15 device 157 of the CA. Each CA is provided for each piiysical 
device of itself with entries CI to 69 for holding a set 
or pieces of ixvf orjaation of the in-disk size from the 
physical device number. 

In the entry 61, there is registered an ID number for 
20 identifying the phyeical device. The entry 62 is stored 
with i-h« storage capacity of the physical device, which is 
decided with the value registered iii the entry 61 . The entry 
63 is stored with the number of the lower logical device 
corresponding to the physical device. The entry 63 is set 
25 with the invalid value, in case the physical device is not 
assigned to the lower logical device. 



34 



The entry 64 is set with the information indicating 
the status of the physical device. As Lhis status, there 
exist the -on Line", the "Off Line", the "Not. Mounted" and 
the "Failure Off Line" . The "On Line" indicates the status, 
5 in which the physical device runs normally and 1« eaoigned 
to the lower logical device. The "Off Line" indicat-.es the 
status, in which the physical device is defined and runs 
normally but is not assigned yet to the lower logical device. 
The "Not Mounted" indicates the status, in which the 
10 physical device is not made to correspond to the disk device 
157. The "Failure Off Line" indicates that the physical 
device has failed to have no assignment to the lowej. logical 
device. 

Here in this embodiment, it is assumed for simplicity 
15 that the physical device is so produced in advance at the 
shipping time as to cox tespond to the disk devi en 157 and 
is assigned to the lower logical device, too. On the 
available physical device, therefore, the entry 64 ha« an 
initial value in the "On Line" sLtitus and takes the "Not 
20 Mounted" status in other cases. 

zn the entry 65, there are held the pieces of 
information on the RAID level of the diak device 157, to 
which the physical device is assigned, or the RAID 
configuration such as the data disk or the parity disk number. 
25 Likewise in the entry 66, there is retained a data division 
lit {or stripe) length In the RAID, m the entry 67, there 
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are held thft ID numbers of the individual disk devices 157 
configuring the RAID, to which the physical de>rice is 
assigned. This ID numbei of the disk dcvioo is"? is a unique 
value given for identifying the disk device 157 in the CA. 
5 In the entry 68 and the entry 69, there are registered 

the pieces of information (e.g., the starting offset and 
the size) indicating what area in each d^sk device 157 the 
physical device is assigned. For simplicity, in this 
embodiment, the offset and size in the individual diak 
10 devices 157 conriguri**g the RAID are unified for all the 
physical devices. 

Fig. 7 is a diagram showing one configuration example 
of the external device mauagement information 20 5, for 
maxiaging the external device of the external storage 18 0 
15 connected to the storage 130. The MA of the storage 130 is 
provided, for each external device belonging to the external ' 
storage 180, with entries 71 to 79 for ho] ding a set of pieces 
of information from the external device number to the target 
port ID / target ID / LUN list. 
20 The entry 71 ia stored with such an unique value in 

the storage 130 as has been assigned by the MA of the storage 
130 to the external device . The entry 72 is stored with such 
a storage capacity of the external device as is decided with 
the value regieterod in the entry 71. 
25 In the entry 73, there is registered the number oi such 

an upper logical device in the storage 13P as is made to 
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correspond to the external device. The entry 74 is etored 
with the number of the CA oC the storage 130, which Is made 
to correspona to the external device and processes the 
accese request from the host computer 100 to the external 
device, and the number of the lower logical device made ho 
correspond ro the external device. In nase the Mi uses the 
external device directly, on the other hand, the entry 74 
is shored with not the number of the CA but the number o£ 
the AA. Here, the entry 73 or the entry 74 set with the 
invalid value, in caoe the upper logical device or the lower 
logical device is not assigned to the external device or 
is not directly used by the AA. 

The entry 7 5 ia cct with the information indicating 
the etatus of the external device. The kinds of LUe 
individual statuses are identical to thoae of the entry 64 
of the physical device management information 202, The 
storage 130 ie noh connected to the external storage 180 
in the initial state 60 that the entry 75 takes the "Mot. 
Mounted" as the initial value. In the entry 76, there is 
2U registered the ID information of the external storage IBO 
having the external device. As the ID information of the 
external storage 180, there can be conceived the combination 
between the vendor ID information of the external storage 
180 and th« production serial number which is uniquely 
25 assigned by each vendor. 

The entry 77 is stored with the ID number of the device. 
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which has been assigned by the external storage 180 haviny 
the external device to the external device. Here, tha 
external device is the logical device of the external 
storage 180 so that th« entry 77 is stored with the logical 
device number in the external storage IHO. 

In the entry 78/ there are registered the ID number, 
which has been assigned to thP. port 141 of the storage 130 
accessible to the external device, and the ID number of the 
PA, to which the port 141 belongs. A plurality of port ID 
numbers and a plurality of PA ID nimbers are registered, 
in case the external device can be accessed from a plurality 
of ports 141. 

In the entry 79, there are held the port IDs of one 
or more ports 181 of the external device and one or more 
15 target ID/LUNs assigned to the external device, in case the 
external device is LUN-derined in the porta 181 1« the 
external storage 180. In r.aae the PA of the storage 130 
accesses the external device (i.e., in case the input/output 
request is transmitted from the pa to the external device) , 
20 the target ID and the LUN, which are assigned to the external 
device by the external storage 180 having the external 
device are used as the information for identifying the 
external deviue. 

Fig. 16 is a diagram showing one configuration example 
25 of the NAS management information 223 . This NAS management 
information 22a is provided for each AA with entrieis 1601 



38 



to 1606 for registering a set of pieces of information of 
the AA number to the alternate AA number. 

in the entry 1601/ there is registered the ID 
information for identifying the AA in the storage 130. 
5 In the entry 1602^ there is registered a list ot* 

information of a set of: an IP addresja for designating the 
tranfliaisaion destination at the titnft for the host computer 
100 to transmit the file accessing communication command; 
a directory name having a file to be managed by the AA; the 

10 number of the upper logical device or the external device 
assigned for storing the information of the directory 
designated with the directory name and the file existing 
under the directory/ axid the number of the CA providing the 
AA with the upper logical device. Here, the IP address may 

15 be exclusively registered so that all the requests to the 
registered IP address may be processed by the AA. 

In case a plurality of IP addresses are registered in 
the entry 1602/ a plurality NASes look from the host computer 
100 as if they are in the system. 

20 On the other hand, a plurality of AA can be assigned 

to one TP address thereby to process the different 
directories individually by setring the entry 1602. By 
setting the entry 1602/ moreover, a plurality of upper 
logical devices ran be used separately for every directory 

25 by the AA. 

In the entry 1603, there is registered indicating the 
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processing state of the AA. This registered infornation 
includes three: "Off Line", "Failure" and "On". 

The "Off Line" indicatce the status, in which the AA 
is being initially set or inheriting the information from 
5 another AA so that it cannot accept a request from the hoot 
computer 10 0. 

The "Failure" indicates the status, in which the AA 
has failed. 

The "On" indicates the status # in which the AA can 
10 accept a request froa the host compiit.ar 100. 

In the entry 1604, there is registered the infornation 
indicating the access mode of the AA. The information 
indicating the access mode indicates whether or not the AA 
cooperates with another portion (the CA or the PA) for 
IS operations, and is divided into two kinds: "Cooperation" 
and "Uncooperation". 

When the "Uncooperation" Is set, all the commands and 
data on the processing of the AA pass through the AA- 
Specifically, the command received from the host computer 
20 100 by the PA ia transmitted to the AA, and the AA transmits 
the input/output request, if necessary, to the external 
storage 180 through the CA or the PA. Moreover, the reepons 
command and data axe transmitted from the CA or PA to the 
AA. After the proresslng ends, the AA transmits the 
25 response command to the PA which received the command from 
the host computer 100. 
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When the "Cooperation" is set, the data, which are 
based on the input/output request of the AA cind which are 
transmitted from the external storage 180 conner.hed through 
the C2i or the PA, are transmitted directly not through the 
5 AA from the host computer 100 to the PA having received Lhe 
command, and the data, which are transmitted to the external 
sLotage 100 connected through the CA or the PA, are 
transmitted from the PA having received the command from 
the host computer 100, either directly to the CA or the PA 
10 connected to the ©xternol storage 180. As a result, many 
data do not pass through the AA thereby to lighten the 
processing load of the AA and the load on the Internal network 
170. Here in this embodiment, for simplicity, it. is assumed 
that the entry 1604 is set in advance at the shipping time 
IS of the storage 130 with the "Uncooperation", and that the 
value is suitably changed later under the control of the 
management server or the storage manager by using the 
later-described means . The "Cooperation" is adoptea in tne 
environment, in which many accesses are made to the file 
20 of a large sise, by the storage manager so as to lighten 
the processing load. Here, the entry 1604 may be omitted 
to provide either the "Cooperation" or "Uncooperation" as 
the AA. 

In case the-AA fails, the entry 1606 is set with the 
5!5 number of the alternate AA, which processes by inheriting 
the management information of the AA. without tbi« 
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alternate AA, the entry 1606 is set with the invalid value . 
The entry 1606 may be omitted, in case the alternate aa is 

not provided. 

Fig. 17 ia a diagram showing onft configuration example 
of the port management information 224. This port 
management information 224 is used in each potion such as 
the MA, when the port 141 is managed on its access status 
in casA it is connected to the IP network. Incidentally, 
the port 141 is not managed by the port management 
information 224, in case it is connected to the FC network. 
The port management informati nn 224 is provided, for every 
ports connected to the IP network, with entries 1701 to 1708 
for registering the pieces of information on those ports. 

The entry 1701 is sot with the number, which is 
assigned so that the port 141 may be uniquely identified 
in the storage 130. In the entry 1702, there is registered 
the MAC address of the port 141, In thfi entry 1703, there 
•fft registered the list of the IP address assigned to the 
port 141. In the entry 1704, there is registered the list 
of the protocol {e.g., the iSCSI or the NFS), which can be 
processed by the port 141. This port 141 performs the 
communications in accordance with the MAC address 17 02, the 
IP address 1703 and the protocol 1704, which arc registered 
in the entry of the port 141 itself. Here, the data of the 
unprocessihle protocol are disposed at the port 141, in case 
the port 141 receives the data. 
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In the entry 1705, there is registered the status of 
the port 141. This status is divided into four kinde: 
"CoBUftunl cable", "Network Not Accessed", "Tnr.ommuni cable" 

and "Failure". 

The "Communicable" indicates the status, in which the 
port 141 has no failure and is coiiuected to the network so 
that it can cominunicato with the host computer 100. The 
"Network Not Accessed" indicates the status, in which 
neither a cable nor a networlc is connected Lo the port 141. 
The "incoiwaunicdble" indicatcB the status, in which the port 
141 is connected to the network but is made unable to 
communicate with the host computer lOO because of the 
problem ot the network. The "Failure" indicates the status, 
in which the port 141 fails. 

In the entry 1707, there is registered the external 
device number or the external storage leo connocl^ed to the 
port 141, in case the port 141 is connected to the external 
storage 180. The entry 1707 is set with the invalid value, 
in case the port 141 is not connected to Uhe external storage 
180, 

ir th« entry 1708, there is registered the port number 
of the port 141 (hereinalter referred to as "alternate 
port"), which inherits the list 1703 of the IP address 
assigned to the port 141 and continues the access to the 
IP address in case the port 141 fails. Here, in the 
inheriting operation of the case in which the alternate port 
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is not used for the communications/ not only the list or 
the IP address but also the MAC addreea may be inherited 
to the alternate port. 

Here, in case the port corresponding to the FC protocol 
5 is managed with the port management intormation 224, in 
addition to the aforementioned pieces of information; the 
WWN is registered in the entry 17 02; the port ID is registered 
in the entry 1703;. and the information indicating the rc 
is registered in the entry 1704. 

10 In the following, here will be described the 

processing procedure in the storage 130 in case the host 
computer 100 makes a file access to the storage 130. The 
file access progiam is specifically eonfignred of a request 
awitching program, a file accessing program, a cooperative 

15 mode program, a command processing program and on 
asynchronous aestagiiiy program. These programs will be 
sequentially describeH in the following. 

Fig. 11 is a diagram showing one example of the 
processing flow of the request switching program 253 - In 

20 the request awitehing program 251, the PA awitches th 
inpuh/output reauest or data, which is received from the 
host computer 100 or the external storage 180 at the port 
141 or the PA, aud the input/output request, data and command, 
which is received from the CA, the AA or another PA at the 

25 network controller 144, to the proper objective portion such 
as the CA, the AA, another PA, the host computer 100 or the 
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externa] ntorage 180. 

The PA having received (at Step 11 01) the frame 
containing the data and command from the port 141 or the 
network eontrollor I4fl divides the program according to the 
kind of the protocol in the frame and the kind of the command 
of the protocol. Here, the kind of Lhe protocol can be 
identified (at Step 1102) from the network (e.g., the IP 
or the FC) supported by the port 141 and the data received 
in the frame. 

in case the frame is the PCP command frame or the iSCSI 
command, the PA divides the proqram according to the 
transmitter of the frame. Here in this embodiment, LUe 
command frame is received (at Otep 1103) either from the 
host computer 100 through the port 141 or from the CA, the 
AA or another PA accessing the external storage IHO through 
the network controller 144. 

At rirst, in case the transmitter is the host computer 
100, the PA refers to the copy 216 of the LU path management 
information and the copy 214 or the upper loyical device 
management ixiformation on the basis of the LUN indicating 
the upper logi ral device or the access objective contained 
in the header information ot the received command, and 
judges whether or not the upper logical devic« is made to 
correspond to the external device and whether or not the 
device access node is the "through CA". In case the upper 
logical device is made to correspond to the ejctemal device 
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and in case the device access node is the "Direct PA", the 
PA further judges whether the request kind ot the command 
requests no processing at the CA. In case all of these 
conditions ore satisfied, the PA judges that the access mode 
of the request is the direct PA. In case any condition is 
dissatisfied, the PA judges that the access mode or LUe 
request ia the through CA (at Steps 1104 to llOB) . 

In case it is judged at Step 1105 that the access mode 
is not the "through CA" and that the command request kind 
does not need the CA opeiation, the PA judges (at Step 1119) 
whether or not the access mode is the "to Direct PA" and 
whether or not the access area indicated by the in-command 
LBA and the blocJC number is located after the 
reconfiguration management pointer of the upper logical 
device. In case the access mode is not the "to Direct PA" 
or in case the command received toy the PA is before the 
reconfiguration management pointer, that i s, the area 
switched to the direct PA is targeted, the PA accesses (at 
Step 1106) the access destination of the command with the 
external storage 180 having the e«tornal device. 

In case it is judged at Step 1119 that the access mode 
is the "to Direct PA" and that the access destination is 
an unswitched portion and In case the "through CA" acoees 
is judged at Step llOS, the PA refers to the copy 214 of 
the upper logical device management information to 
calculate (at Step 1107) the t:A number, to which the upper 
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logical device or the access destination of the received 
coaunand corresponds, and stores the calculated CA nixrober 
as the routing cuiiLiol information of the command by using 
the CA number as the receiver of the inpUt/outpUt operation 
5 and the transmitter of the frame as the requester of the 
input/output, operation. 

Here, in the caae the "to Direct PA" operation is not 
done^ Step 1119 may be omitted- In this case, the entry 39 
of Fig. 3 is omitfted. 

10 In case the traxisxaitter of the frame i© other than the 

host computer 100, nstnftly, the Ch, the AA or another PA 140 
in the dividing operation of Step 1103, on the other hand, 
the fA decides the exlernal device of the external storage 
180 designated with the header information of the frame as 

IS the transfer destination, and registers (at Steps 1108 and 
1109) the routing control inlormation u£ the command by 
using the decided external device as the receiver nf the 
input/output operation and the transmitter of the frame as 
the requester of the input/output operation. 

20 At Lhe dividing operotion of Step 1102, on the other 

hand, in caRR the kind of the frame received by the PA 140 
is the data frame, the reception preparation completion 
notifying frame ux the completion reporting frame, the PA 
refers to the routing control information of the 

25 input/output operation corresponding to the frame, to 
decide the communication partner of the Lxctnsmitter portion 
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of the frame as the transfer destination of the frame. That 
is, in case the PA receives the frame from the external 
storage 180, the PA, the CA or the hA, with which the host 
computer 100 or the receiver of the input/output operation 
is accessed is the transfer destination of the frame, in 
case the PA receives the frame from the host computer 100, 
on the other hand, cither the CA requesting the input/output 
oparatinn or the PA connected to the external storage 180 
is decided as the transfer destination of the frame. Incase 
the PA receives Lhe frame from the CA or another PA, moreover , 
the host computer 100 or the external storage 180, namely, 
the communication partner {or the receiver If the 
transmitter of the Itaine is the requester of the 
input/output operation) of the input/output operation is 
decided (at Step 1110) as the transfer destination of the 
frame . 

When the transfer destination of the received frame 
is decided at Steps 1106, 1107, 1109 and 1110, the PA divides 
{at Step 1111) the operation in dependence on the transfer 
destination portion. 

In case the transfer destination is another PA, the 
PA sets the transmission destination address of the frame 
with the address of the transfer destination which is 
regiatered in the routing control information of the 
input/output request. Specifically, in case th 
transmission destination is the external device, the PA 
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rewrihfts the destination ID of the received frame into the 
target port ID (i-e., the port ID of the port 181) of the 
external device, which is registered ae the receiver of the 
•input/output operation in the routing control information^ 
5 and the address information of the LUN in the same trame 
into the address (i.e., the LUN or the like acquired with 
reference to the external device management .Information) 
of th© fixternal device. In case the transmission 
destination is the host computer 100, the PA rewrites (at 

10 Step 1112) the destination ID of the received frame into 
the port ID of the port 107 of the host computer 100/ which 
is registered in the routing control information as the 
requester of the Input/output operation) • 

In case the transfer destination is the host computer 

15 100 or the external storage 180 connected to the port 141 
in the PA, on the other hand/ the PA sets (at Step 1113) 
the address of the port 141 to the transmitter address of 
the frame, 

Ttod/ the PA having received the command, the data, the 
20 reception preparation completion report and the completion 
report frame transfers (at Step 1114) the frame to the host 
computer 100 or the decided transfer destination, . the 
external storage 180, the OA, the AA or another PA. In case 
the frame having completed the transfer is the completion 
25 reporting frame, moreover, the PA releases (at Steps 1115 
and 1116) the registration of the routing control 
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In formation of the input/output operation. 

In case it is judged at Step li02 that the frame 
received by the PA is the command of the NAS, i.e., the 
command of the file access, on the other hand, the PA 
5 retrieves the copy 221 of the NAS management information 
on the basis of the directory information obtained from the 
IP address set in the frame header and thft file name set 
in the command* determines the AA to process the command 
and transfers the command to the aa. Next, ttie aa executes 

10 the file access program 229 (at Step 1118) . This file access 
program 229 will be riR-scribed in detail hereinafter. 

In case it is judged at Step 1102 that the frame 
received by the PA is neither the frame relating to the PCP 
or the iSCSI nor the command of the NAS/ on the other hand, 

15 the program known in the art is executed (at Step 1117) as 
the node port of tJtie fiber channel la tbe control proceasor 
142 of the frame received PA^ if the frame is that of the 
FC, and the PA discards the frame if the frame is that of 
the IP- 

20 Here, in case the transfer destination of the command 

is decidftd the CA or the AA as a result of the execution 
of the request switching operation, the PA adds xxut only 
the frame but also the information ouch ae the CA number 
or the AA number to be arressed/ the lower logical device 

25 number, the upper logical device number, or the external 
device number, the LBA or the site, and transmit© them to 
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the transfer deatination CA or AA. In case tl^ft data or the 
like subsequent to the command is to be transferred to the 
CA or the AA^ the data transfer is made at each network 
controllex ol the PA, the CA or the AA while being conscious 
5 of the already established command sequence. 

Fig. 21 is a diagram showing one example of the 
processing flow of the file access program 229. As a result 
of the request switching program 251, the AA receives (at 
Step 2101) the command from the PA. The AA checks (at Step 

10 2102) it with cache management information 23U whether or 
not the informaLiun on the file or the processing objective 
reque^ited by the command has been cached by its own memory 
149. In the absence of the information (e.g. , the directory 
information) on the file of the proceocing objective, the 

15 AA refers the copy 227 of the NAS management information 
to read out (at Step 2103) the directory information from 
the device (l-e.^ the logical device ox- the external device 
provided by the CA) stored with the relating information, 
and stores the memory 149 with the directory information. 

20 Either in the presence of informarion or after the 

information was read out and stored in the cache , the AA 
checks (at Step 2104) whether the request is to read or to 
write. In case the request is neither to read nor to write, 
the AA processes (at Step 2118) the command by using the 

25 existing technique. 

In case the request is to read or to write, the AA checks 
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(at Step 2105) whether or not the data is in the cache area 
of its own memory 149. In case the request is to read and 
in case the data has already been In the cache area of the 
memory 149^ the AA executce the read operation on th© b;ials 
5 of the data. 

In case the request is to read and in case the data 
is not in the cache area of the memory 149, the AA retains 
{at Step 2106) the car.hi% area in the memory 149. After the 
cache area was retained or in case the request is to write/ 

10 the AA checks (at seep 2107) whether or not ite own access 
mode io the "Cooperation", 

If not the "Cooperation", in accordance with the 
contents of the command and the directory informaLionr the 
AA transmits {at Step 2108) the input/output request to 

IS ftither the CA having the data recorded or the PA having the 
port 141 connected to the external storage 180. in case the 
transiiilLUeU command is the read requect (at Step 2109) , the 
AA rftr<*ives (at Step 2110) the data from either the CA having 
executed the command processing program 254 or the PA having 

2 0 executed the request swlLching program 251, stores the cache 
area with the received data, and thAn receives (at Step 2113) 
the completion report. 

In case the command transmitted at Step 2109 is the 
write request, the AA receives (at Step 2111) the 

2S preparation completion report from either the CA having 
executed the command processing program 254 or the PA having 
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executed the re<ji.iA«t. .switching program 251, then receives 
the data (at Step 2112) and receives (at Step 2113) the 
completion report. 

After thio, on the basis of the received data, thft AA 
5 checks either whether or not the read of the data for the 
operation requested by the coioinand has been completed or 
wheLh^ir ui not the write of the data haa been completed. 
In cas9 not completed, th(^ AA rppeats the operations of Steps 
2101 to 2114 till the read or write of the data is completed 

10 (at Step 2114) . 

In the case of the cooporation mode at Step 2107, the 
AA, the PA and the SA execute (at Step 2117) the cooperative 
mode program. 

In caoc the operation is completed at Step 2105/ after 

15 the operations of Step 2114/ Step 2117 and Step 2118 were 
ended/ the 7^ transmits (at Step 211b) the result as the 
coziuaaxid response to the FA that transmitted the command. 
The PA having received the command response transmits (at 
Step 2116) the command response to the host computer 100 

20 or the command transmitter* 

Here in this embodiment, thR PA executes the 
operations up to the TCP/IP, and the command according to 
the protocol to be used for accessing the NAS such as the 
NFS ia transferred between the PA and the .AA . 

25 On the other hand, this embodiment adopts the mode/ 

in which the data accompanying the write request is written 
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directly in the CA, but may adopt another mode^ in which 
the data is once written in the cache area of the memory 
149 of the AA and then in the CAat a sulLable time- Moreover/ 
this embodiment adopts the process, in which the AA requests 
5 either the CA or the PA connected to the external storage 
180/ for at least one read/write, but may adopt the mode, 
in which the indication method is predetermined among the 
CA, the PA and the AA so that the operations may be ended 
by one read/write request. 

10 Fig. 22 is a dicLyrtim showing one example of the 

processing flow of the cooperative mode program 2117 to be 
executed in the file access program 229. In the case of the 
cooperative program, the AA nociries (at step 220i) the pa 
that transmitted the. command of the operation in the 

15 cooperative mode. Next, the AA transmits (at Step 2202) 
either the CA for operating the device for ttie read or write 
or the PA having the port 141 connected to the external 
storage 180, of the read/write request in the cooperative 
mode . 

20 In case what is transmitted ia the read rcqucet (at 

Step 2203), the PA th;9t transmitted the command receives 
(at Step 2204) the data from either the CA having executed 
the coinmand processing program 254 or the pa having executed 
the request switching program 251, and the AA receives (at 

25 Step 2205) the completion report from either the CA having 
executed the command processing program 254 or the pa having 
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executed the request switching program 251. In case the 
write request is at Step 2203, the PA that transmitted the 
cotniaand receives (at Step 2207} the preparation completion 
from either the CA having executed the command proc^Aning 
5 program 254 or the PA having executed the request switching 
program 251, and then transmits (at Step 2208) the data. 
After this, the AA receives (at Step 2205) the completion 
report from either the CA having executed the command 
processing program 254 or the PA having executed the request 

10 switching program 251- 

The AA checks (at Step 2206) whether or not the read 
of the data for the operation requested by the command has 
been completed with the received dciLci ux* whutht^x or not the 
write of the data has been completed. In case not compl eted, 

15 the AA repeats the operations of Steps 2202 to 2206 till 
the read or write of the data is cozapletecl. 

After completion of the data read or write, the AA 
returns to the processing flow of Fig. 21 and transmits (at 
Step 2115) the result as a command response to the PA that 

20 transmiLLed tlie command, and the PA creates the command 
response from thft roopftrative mode notice received from the 
AA, the data received from the PA or the CA, and the command 
response received frcxu Lhe AA, and transmits (at Step 2116) 
the command response to the ho.*?^ r.omputer 100 or the command 

25 transmitter. 

Fig. 12 is a diagram showing one example of the 
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pror.fisfling f 1 ow of the cnTnmand processi ng program ?.54 . Thi s 
command processing program processes the input/output 
request tor the lower logical device in the CA having 
received the read or write request - 

As a result of the request switching program 251 or 
as a result of the file access program 229, the CA checks 
(at Step 1202) the command kind on the command received from 
thft PA or the AA. Tn caflft thfi rAqiiefit nf the command 1 5i to 
read/ the CA judges (at Step 1203), with reference to the 
cache management inrormatlon 203, whether or not the data 
to be read is hit on the disk cache 154 (or stored in the 
cache) . 

In the case of a cache miss, the CA updates the cache 
management information 203, retains (at Step 1204) an area 
in the disk cache 154, and read out the data to the cache 
from the physical device or the external device stored with 
the data. The CA is enabled to judge (at Step 1205) with 
reference to the lower logical device management 
information 201 whether the device stored with the read data 
is the physical device or Lhe exLeriial device. 

If the device stored with the read data is the physical 
device, the CA issues a read request to the disk device 157 
decided by the physical device management information Z02, 
to read out the data (at Step 1206), and stores (at Stop 
1207) the read data in the retaining area of the disk cache 
154. 
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If the dp.vinp. stored with the read data is the external 
device, the CA decides, with reference to the external 
device management inroriuation 205, the access target PA from 
the entry 78, and tranemite (at Step 1210) the read request 
for the external device to the PA, 

The PA having received the read request transmits the 
read request to the external storage 18 0 by the requeaL 
switching program 5!S1 , receives (at Step 1211) the read data 
as a response from the external storage 180, and returns 
the read data received from the external storage 180, to 
the CA, The CA stores the read data received from the PA, 
in the retaining area of the disk cache 154. 

ir the data exists in the dlsx cache or if the read 
data is stored in the disk cache: the CA transmits (at Step 
1208) the data stored in the disk cache 154, to the PA or 
the AA that transmitted the command; the PA executes the 
request switching program 251 to transfer the data to the 
host computer 100; and the AA performs the continuation of 
the file access program. 

In case the command received by the CA from the PA or 
the AA is to write, the CA judges (at Step 1212) whether 
or not the old data corresponding to the write data is stored 
in the disK cache 154. In the case or the cache miss^ the 
CA assigns (at Stop 1213) the area of the disk cache 154. 

After the end of Step 1212 or 1213^ the CA transmits 
(at Step 1214) transfer preparation completion to the PA 

b'/ 



or the AA that transmitted the command . In rasft the transfer 
preparation completion is transmitted to the PA/ the PA 
having received this transfer preparation compietlon 
executes the rcqucot awitching program 251 to transfer the 
transfer preparation completion to the host computer 100. 
When the write data is resultantly transmitted from the host 
computer 100, the PA Lxansmits the data to the CA having 
transmitted the transfer preparation completion. In case 
the transfer preparation completion is transmitted to the 
AA/ on the other hand/ the AA having received the transfer 
preparation completion transmits the data to the CA, In the 
CA/ the write data received (at Step 1215) from the PA or 
Che AA is stored (at Step liJlb) in the retained area over 
the disk cache 154. 

In case the command received by the CA is neither fin 
read nor to write, namely, a sense command such as a mode 
senee or a diagnostic cuxmuajiU/ Lhe CA executes (at Step 1217) 
a proper processing on the basis of the specifications of 
a general SCSI storage. 

The CA httviny exxded Lhe operation of Step 1208/ 1217 
or 1^16 rApcrts it to the PA or the AA connected to the host 
computer 100 or the command transferor that the command 
processing program has been completed. The PA having 
accepted the completion report cKocutcc the request 
switching program 251 and transmits the completion report 
frame to the host computer 100. The AA having received the 
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completion report executes (AT Step 1209) the continuation 
of the file access program. 

Here/ iji cjaae Lhe CA receives the command from the AA 
at Step 1201 and in case tho AA operates in the "Cooperative^ 
5 mode/ the CA receives from the AA the notice of the 
cooperative mode and the information tor designating the 
cooperative PA in addition to the command. In this case, 
the CA executes the preparation completion and the 
transmission/reception of the data at Step 1208 and Steps 

10 1214 and 1215, for the PA instructed to cooperate. The PA 
operating in the "Cooperative" mode completes the file 
access program in the cooperative mode in accordance with 
the instruction from the AA, the preparation coiupleLion Iruju 
the CA and the transmissiony reception of the data. 

15 Fig. 13 is a diagram showing one example of the 

processing flow of the asynchronous destaging program 257. 
In this asynchronous destaging program, as a result of the 
command processinq program 254 in the CA, the CA writes out 
the write data stored in the disk cache 154, to the disk 

20 device 157. The write data held on the disk cache 154 is 
managed with the cache management information 203 . Usually # 
either the write data or the read data read from the dislc 
is so managed by Lhe queue that one as old as possible nay 
be expelled from the disk cache 154. 

25 The CA selects (at Step 1301) the data to be actually 

written in the dlsJc device 157, from the data managed by 
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the cache xianagement information 203, and it is judged (at 
Step 1302) on the basis . of the lower logical device 
management information 201 whether the disk device 157 
stored with the data io made to correspond to the external 
device or the physical device. 

In case the write data is to be written in the physical 
device, the CA decider (ctL SL^p 1303), with reference to 
the physical device management information 702, t.h** dl.sk 
device 157 to write the data, and transfers the write data 
to the decided dis}c device 157. 

In case the write data is to be written in the external 
device^ on the other hand, the CA decides (at Step 1304), 
with reterence to the external device management 
information 205, the PA which io connected to the external 
storage 180 having the external device to write the write 
data, and transmits the write request to the PA. The PA 
heiving received the write request executes the request 
switching program 251, to transfer the write request to the 
external storage 180, and receives the transfer preparation 
completion notice as the response to Lhe write request, froiu 
the external storage 180. Then, the PA tr;3nRmits thci 
transfer preparation completion notice to the Ch that 
transmitted the write request. The CA having received the 
completion notice transmits (at Stepe 1305 and 1306) tho 
write data to the PA. 

The PA having received the write data executes the 
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request switching program 251 and transmits the write data 
to the aforementioned external storage 180, and the write 
data is written In the cKternal device by the external 
stor;9ge 180. 

5 After the write data was written in the physical device 

or Che external device/ the CA releases (at Step 1307} the 
area, which has been stored with the write d^ta, over the 
disk cache 154* 

Next/ here will be described the operations of the 
10 storage 130 of the case, in which the port 141 of the AA 
or the PA fails. In case the port 141 of the AA or the PA 
. fails, the storage 130 continues the programs by using the 
alternate AA or the port 141, 

Fig. 20 is a diagram showing one example of the 
15 processing flow of the NAS/port failure management program 
231. The KA having deLecLed ur been notified from another 
portion of a failure of the port 141 or th«=* AA jnrigaA (at 
Steps 2001 and 2002) whether the detected or notified 
failure is the port failure or the AA failure. In case the 
20 detected failure io tho port failure, the MA sets, with 
reference to the port management information 224 of the port 
141 having failed, the entry 1705 of the management 
information of the port 141 at the "Failuro", 

Next/ the MA additionally copies the information of 
25 the port 141, which has failed in the port management 
information of the alternate puxt registered in the entry 
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1708. In case the entry 1105 of the alternate port is in 
the "CoiTJBuni cable" status, the IP address list registered 
in the entry 1704 of the port 141 having failed is added 
to the IP address list of the alternate port. In case the 
5 entry 1705 is not in the "Conuaunicable" status, the HA copies 
the MAC address, the IP address list, the access mode and 
so on of the port 141 having failed are copied to the 
individual entries of the port management information 
corresponding to the alternate port. And, the MA instructs 
10 (at step 2003) the PA the updating of the port managenent 
< nformation. 

In the case of the AA failure, the MA sets, with 
reference to the NAS iuanagement inforiiiation 223 
corresponding 'to the AA having failed, the entry 1 f)03 nf 

15 the management information 223 to the "Failure" . Next, the 
MA adds the list ot the IP address, the directory name, the 
corrccponding CA number end the upper logical device / the 
external device of the AA having failed, to the WAS 
management information 223 of the alternate AA registered 

20 in the entry 1606 of the NAS management information 223 on 
the AA having failed. After this, the MA instructs (at Step 
2004) the AA and the PA to update the NAS management 
information 223. 

After the updating of the port management information 

25 and the NAS management information was ended at the MA, the 
PA and the AA, the MA notities (at btep 2005} the ST of the 
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port management information and the NAS management 
information. The ST notified of the updating of the port 
iuciiiageinent information and the NAS management information 
fetches (at Sh^p 2006) the updated information and then 
5 outputs the completion report to the requester such as the 
storage manager or the managemenL aerver. 

Fig. 18 is a diagram showing one ftxample of the 
processing flow of the NAS management information 
reconfiguration program 225. Here, this processing is 

10 executed in case the NA3 management information is to be 
newly registered and in case a portion or all the NAS 
management information on an AA is to be copied to another 
AA ao that the processing ie inherited. Moreover, the 
proces.sing is executed at the following time. Specif ically# 

15 the AA and the PA have mechanisms for measuring their own 
processing loads, and the maudgement server collecto tho 
information of the processing load through the MA or the 
ST/ so that either the storage manager or the not-described 
processing load management processor over the managemenL 

20 server controls to distribute tho load from the AA of a high 
processing load or the PA for the processing of the AA to 
the AA of a low processing load or the PA based on the 
inluixaation. 

Moreover^ the processinq is executed under the control 
25 of the storage manager or the management server, in case 
the AA Is replaced by a new one for a partial repair or for 
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a higher performance. 

The ST having accepted the NAS management information 
reconfiguration instruction from the etorage manager or the 
management server 110 transf«rs (at Step 1801) the same 
5 instruction to the MA. To this instruction, there Is added 
the NAS management inrormation entry on the AA Lo 
reconf igurate the information. The MA having recp.ived the 
instruction reconfigures the NAS management Information and 
transmits (at Step 1902) the instruction for 

10 reconf igurating the NAS management information, to the AA 
relating to the entry of the NAS management information to 
be configured. The AA having received the instruction 
reconfiguLaLfcJS (at Step 1003) the copy 227 of the NAS 
management information. In case the reconfiguration 

IS Instruction is to add a new entry (at Step 1804), the HA 
Is notified (at step 18 07) of the cumpletioxi of tha 
registration. 

In case the reconfiguration instruction is to 
reconf igurate the existing entry / the aa discards (at SLep 

20 lOOS) the command being processed on the reconfiguration^ 
clears (at Step 1806) the directory Information on the 
reconfiguration cached in the memory 149 and notifies (at 
step 1807) Lhe MA of the completion of the registration. 
The MA havincj recftlved the registration completion notice 

25 from the AA notifies (at Step 1808) each PA and ST of the 
updating of the NAS management information. 
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The PA notified of the NAS nanacfement Information 
updating fetches the copy 221 of the updated NAS management 
ilifornnation into the memory 143. On the other hand, the ST 
having been notified of the NAS management information 
5 updating fetches (at Step 1809) the updated information and 
then outputs the completion report to the requester such 
as the storage manager or the management server 110. 

Here/ when the NAS management information is 
reconf igurated by the NAS/port failure management program, 

10 the processing is started from Step 1802 of the 
aforementioned processing procedure. 

Fig. 19 is a diagram showing one example of the 
processing fluw of the port management information 
reconfiguration program 226. Here/ this processing is 

15 executed in case the port management information is to be 
newly registered and in case the port xiianagement information 
on a port 141 is to be partially or wholly to another port 
141 so that its processing may be inherited. Moreover/ this 
processing is also executed in the following case. The PA 

20 has a mechanism for measuring itc own processing load, and 
the management server collects the information on that 
processing load through the KAor the ST, so that the storage 
manager or the not-described processing load management 
procp.ssor over the management server controls to distribute 

25 the load from a port of a higher processing load to a port 
of a lower processing, load based un the information. 
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Moreover, the processing is executed under the control froza 
the storage manager or the management server, In case the 
PA is replaced by a new one for a partial repair or for a 
higher performance . 

5 The ST having accepted the NAS management information 

reconfiguration instruction from the storage manager or the 
management server 110 trancfcre the same inetruction to the 
MA. To this instruction, there is added (at Step 1901) the 
entry of the port management information on the port to 

10 reconf igurate the information. The MA having received the 
Jnstrnr.tlon rernnf 1 guratea thaport management information, 
and transmits (at Step 1902) an Instruction to reconf igurate 
the copy 222 of the port management Inloriuiition, to the PA 
having the port 141 relating to the entry of the port 

15 management information to be reconf igurated. 

The FA having received the insrructlon reconf igurates 
(at step 1903) the copy 222 of the port management 
information. In case the reconfiguration instruction is to 
add a new entry or to add information to the existing entry 

20 (at Step 1904), the PA notifies (at Step 1907) the MA of 
the completion of the registration, and starts the 
communication program at the port 141 in Itself In 
accordance with the contexiLa of the copy 222 of the port 
management information renewed. In case the 

25 reconfiguration instruction was to reconf igurate the 
contents of the existing entry, the pa clears (at SLep 1305) 
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the program on the reconfiguration. starts the 
communication program in its own port 141 in accordance with 
Lhe conteiiLa of the copy 222 of the updated port management 
information, and then notifies (at Step 1907) the MA of the 
completion of the registration. The MA having received the 
registration completion notice from the PA notifies (at Step 
1908) the ST that the port management information has been 
updated. 

The ST notified of the port management information 
updating fetches (at Step 1909) the updated inroiuifciLIaa and 
thftn outputs the completion report to report it to the 
requester such as the storage manager or the management 
server 110. 

Here, when the port management information is to be 
reconfigurated by the NAS/port failure management program* 
the processing is started rrom step 1902 of the 
aforementioned processing procedure. 

Here will be described the storage control processing 
to be executed at the individual portions of this system. 
The processing to assign the device including the physical 
device existing in the storage 130 and the external device 
existing in the external storage 180 to a specific host 
computer 100 or AA so that the device can be used from the 
host computer 100 or AA can be coarsely divided into the 
external device definition program 253, the logical device 
definition program ZS5 and the LU path definition program 
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252. The systeai manager is enabled to set the storage 130 
by performing the aforementi oned three programs 
sequentially 50 that the upper logical device may be 
assigned to the host computer 100 or the AA, 

Pig. 8 is a diagram showing one example of the 
processing now o£ the external device definition program 
253- Thie external device definition program 253 is a 
program for introducing a device in the external storage 
180 as the external device under the management of" the 
storage 130. 

At first, the ST having accepted the acce59.q 
instruction of the external storage 180 from the storage 
lucindyer or Lhtf lutixiciycixueiiL server 110 LransmiLs the access 
instruction to the MA, To this access instruction, thereade 
added {at Step 801): the information for defining the 
external storage 180 to be accessed or the access objective 
such as the WWN or the IP address of the port 181 of the 
external storage 180 and/or the device identifier obtained 
from the response when an Inquiry command is transmitted 
to the external otorage/ and the number of the port 14L of 
the storage 130 to be connected to the external storage 180. 

The MA having received the access instruction of the 
external storage 180 txdusmits (at Step 602) the external 
storage access instruction having the informatinn for 
identifying the external storage 180 and the number of the 
port 141 to be connected to the external storage 180, to 
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all the PAs corresponding to the numbers of all ports 141 
added to the access instruction. 

The PA having received the external storage access 
instruction from the MA searches the external device to be 
connected to using the identifier (hereinafter referred to 
as '^external storage identilier") ol Lhe exLerucil tfLuf&ge 
180 added to the access instruction. In case the WWN or TP 
address of the port 181 is received as the external storage 
identifier, more specifically, the inquiry command is 
transmitted by the PA from the port 141 designated with the 
port number added to the access instruction, to all the LUNs 
corresponding to the port 181 of the external storage 180, 
and the LX7N having returned the normal response for the 
Inquiry command is adopted as the external device 
registration candidate- 

la catfe the FA receives only device indentifier as the 
external storage indentifier, the PA transsimits the Inquiry 
command to all the LUNs corresponding to respective node 
ports (detected at the time of log-in of the node port) of 
the external storage 180 detected by each of all the ports 
141 of the PA. Then, for the device (LUN) having returned 
the normal response for the Inquiry command, the PA compares 
the device indentifier in the response with the cKtcrnal 
storage indentifier and adopts the matching device as a 
candidate for the external device registration (at Step 
803) . 
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The PA returns the information list on the detected 
external device r gistration candidate to the MA. This 
information list contains (at Step 804) Lhe information 
nRr.essary for setting the external device managemont 
information 205 on each external device registration 
candidate. 

The MA having accepted the Infotmation list nuabera 
the external device contained in the external device list 
accepted^ registers the device information in the external 
device management information 205, and notifies the 
remaining individual portions of the updating of th« n/ime 
information. Here, the information to be registered in the 
external device management inCoimaLxon 2 05 by the MA at this 
pror.aaging step specifically contains the external device 
number assigned to the external device by the MA, the size 
acquired rrom the response to the inquiry command, the 
stotage identifier, the device nuinbct in the external 
storage, the PA/initiator port number list to be informed 
rrom the PA to the MA, and the target port ID / target ID 
/ LUN list. 

On the other hand, the corresponding upper logical 
device number and the corresponding CA number / lower 
logical device number / AA nuznber are not assigned yet so 
that the MA sets the invalid value or the initial value In 
the corresponding entry. Moreover, the entry 75 is set (at 
Step 805) with the "off Line" state. 
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The individual CA, PA and AA having received the update 
notice of the external device management information 205 
read the external device management Inlormatlon 205 stored 
in the control memory 164 of the MA, in the individual 
memories. On the other hand, the ST fetches (at Step 806) 
the external device management information 2 05 in the memory, 
and outputs the completion notices eo as to notice the 
completion of the external device definition program to the 
requester of the program such as the storage manager or the 
xuanageiueaL server 110. 

Here, the storage manager or the management server 110 
instructs the storage 130 to be accessed but not the external 
storage 180 to be Introduced, and instructs the storage 130 
only the access instruction of the external storage 180, 
SO that all the devices individually belonging to all the 
external storages 180 detected by the storage 130 from all 
tho ports 141 may be registered ae the external devices. 
Moreover, no explicit access instruction is not given from 
the storage manager or the management server 110 so that 
all the devices detected by the storage 130 may be registered 
as the ftxternal dRvlnn at the instant when the external 
storage IBO is connected to the storage 130. 

Fig. 9 is a diagram showing one excimple of the 
processing flow of th© logical device def.lnitinn program 
255. In response to the instruction from the storage 
manager or the management server 110, the logical device 



definition program 255 defines the upper or lower logical 
device for the physical device to be defined by the storage 
130 or the external device delined by the external device 
definition program 253, 
5 The ST having accepted the logical device definition 

instruction from the storage manager or the management 
server 110 transmits the instruction to the MA. To the 
logical device definition instruction, thereade added: the 
number of the physical device or external device, to which 

10 the logical device is assigned; the number of the upper 
logical devire tn hft assigned; the nnmbp.r of the lower 
logical device to be assigned; and the number of the CA for 
xuaxieging Lhe lower logical device. Here in this embodiment/ 
for simplicity of the description, one logical device is 

15 assigned to one physical or external device • However: one 
logical device may be defined for the device group composed 
of two or more physical or external devices; two or mor^ 
logical devices may be defined for one physical or external 
device; and two or more logical devices may be defined for 

20 the device group composed of two or more physical or external 
devices * 

In the individual cases/ however, it is necessary in 
the lower logical device zuanagemexiL Inloiiuation 201 (at Step 
901) : to add the information such as the starting position 
25 and size of the logical device in the physical or external 
device; to make the corresponding physical and external 
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device number entry of a plurality of devices; and to make 
the corresponding to the lower logical device number entry 
of a plurality ol devices for the pieces 202 and 205 of the 
physical and external device managoiaont information. 

The MA having received (at Step 902) the logical device 
derinltlon instruction defines the objective CA from the 
information added to the logical device definition 
instruction, and transmits the logical device definition 
instruction to the defined CA. 

The CA having received the logical device definition 
instruction registers (at Step 903) the lower logical device 
for the physical or external device instructed. For the 
objective Ueviue enLries of the lower logical device 
jnanagement information 201 (i.e., the entries corresponding 
to the numbers of the lower logical devices added to the 
logical device definition instruction) , more specifically, 
the CA registers; the lower logical device number added to 
the logical device definition instruction/ in the entry 51; 
the number of the physical or external device added to the 
logical device definition Instruction, in the entry 53; the 
size of the lower logical device in the entry 52; and the 
upper logical device number added to the logical device 
definition instruction, in the entry 55, and seta the "On 
Line" in the entry 54. 

Moreover, the corresponding CA number / lower logical 
device number of the physical/external device are set, and 
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the device status Is updated to the "On Line". After the 
registration was completed^ the CA notifies ttie MA or it 
(at Step 903) . 

Next/ the MA assign.? tbe upper logical device to the 
5 lower logical device designated by the logical device 
derinition Instructionr and notifies the individual 
portions that the control information has been updated. For 
the device entries of the upper logical device management 
information 203 (i.e./ the entries corresponding to the 

10 numbers of the upper logical dcvicco added to the logical 
device definition instruction) , more specifically/ the NA 
sets: the upper logical device number added to the logical 
device definition instruction^ in the entry 31; the sice 
of the \ipper logical devire in the entry 32; the CA number 

15 and the nuinber of the lower logical device added to the 
logical device defininlon Instruction, in the entry 33; the 
"Off Line" status as the device status in the entry 34; and 
the invalid value in the entries 35 and 36 because these 
entries are not assigned yet- 

20 In case the assignment objective of the upper logical 

device is the external device, moreover, the external device 
number added to the logical device definition instruction 
is set in the entry 30, and the device access mode ic sot 
to the "Direct PA" as the initial value. In case the 

25 assignment objective of the upper logical device is the 
external device, moreover, the corresponding entry 73 vL 
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the external device aianaciement information 205 is set with 
the upper logical device nuiaber. And, the MA notifies (at 
Step 904) each PA and ST of Lhe updating of the control 
information . 

5 The PA notified of the control information updating 

fetches the updated information to the memory 143. On the 
other hand/ the ST notified of the control information 
updating fetches (at Step 905) the updated information, and 
then outputs the end report so as to report the completion 

10 of the logical d^vic;e dcisfinition program to the requester 
such as the storage manager or the mart gem Ant: server 110. 

Fig. 10 is a diagram showing one example of the 
processing flow of the LU path deriulLiaii program 252. The 
ST having accepted the LU path definition instruction from 

15 the storage manager or the management server 110 transfers 
the same instruction to the ma. to this Instructlonf there 
are added not only the objective upper logical device number / 
the number of the port 141 defining the LU, and the LUN but 
also the identifier (such as the WWN of the port 107 belonging 

20 to the host computer) of the host computer 100 for acceaalng 
the satne T.U or the identifier (e»g./ the AA number) of the 
AA and the information indicating the request function level 
for the upper logical device. 

Here, the request function level indicates the level 

25 of the reliability or the like of the data requested by the 
upper logical device. specifically, it is deslgaaLed 
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whether or not there is applied the data cooperation 
function such as the data copy or the device reconfiguration 
provided by the stordge 130 or the access quickening 
function by making the cache resident to storp. thfi data nv»r 
the cache. As a result, the level of the reliability of the 
data varies in dependence on the presence/absence of the 
application of the function. Here ztiay be designated the 
information which indicates whether or not the data to be 
stored in the upper logical device has to be processed as 
the request function level through the CA (oven if the data 
is not stored in the disk device 157 connected to the CA) 
(at Step 1001) . 

The MA having received LU path definition instruction 
judges {at Step 1002 ) , from the entry 38 in the uppftr 1 ogi r.al 
device management information 203 on the upper logical 
device designated by the LU path definition instruction, 
whether or not the device corresponding to the upper logical 
device is the external device, and executes (at Step 1003) 
the external device path reconfiguration program in the cas 
of the external device. 

After completion of the external device path 
reconfiguration program or in case the upper logical devlc 
designated by the LU path definition instruction is not made 
to correspond to the ftxtftrnal device, the KA executes the 
LU path registration for the upper logical device. 
Specifically, the nA sets the corresponding information 



designated by th LU path definition instruction, in the 
entry 35 and the entry 36 of the device entry of the upper 
•logical device management inf orir.^tion 203/ and scto the 
configuration information .iTic.Uidjng the target TD/TJIW in 
5 accordance with the LU path definition instruction in the 
vacant entry on the port 141 designated by the LU path 
definition instruction of the LU path management 
information 206. After these registration and settinqf/ the 
MA notifies them to the remaining individual portions {at 

10 5Lep 1004) . 

The PA having rArAivftd the notice fetches the 
Information newly set and registered, and the ST having 
received Ux^ uc^tice f«:$tches the information newly set and 
registered (at Step 1 noS) ^r\ri oiihpiits the completion report 

15 so as to notify the completion report to the requester such 
as the management server 110 or the storage manager. 

Fig* 14 is a diagram showing one example of the 
processing flow of the external device path reconfiguration 
program 256. When the LU path is defined for the upper 

20 logical device corresponding to the external devico/ tho 
external device path reconfiguration program 256 is 
executed to reconf igurate the path from the direct PA path 
of the initial state/ in case it is judgedl that the 
iripiit/otitpnt operation through the CA is necessary on the 

25 basis of the function level requested by the storage manager 
for the external device or in case the MA receives Lhe 
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changing instruction of the function request level for the 
upper logical device through the ST from the storage manager 
or Lhe xuciUctgeiaent server 110. 

The MA having received the reconfiguration 
instruction of the function request level judges (at Step 
1401) it on the basis of the reconfiguration instruction 
whether or not the path of the upper logical device defined 
with the information in the reconfiguration instruction 
should be through the CA. In case the path should be through 
the CA, the MA judges (at Step 1402) with reference to tho 
uppftr logical device management information 203 whether or 
not the access mode of the upper logical device is the direct 
PA mode. 

In case the upper logical device is the direct PA TnoH«^ 
the MA reconfigurates (at Step 1403) the path of the upper 
logical device from the "Direct FA" to the "through CA" . 
In case the mode has already been through the CA, the program 
is ended because the reconfiguration is not needed. 

In case it is decided at Step 1401 that the path of 
the upper logical device should be direct PA, the MA judges 
(at Step 1404) with reference to the upper logical device 
management information 203 whether or not the device access 
mode of Lhe upper logical device is through CA. 

Tn c«aR tVift riftvice access mode of the upper logical 
device is through CA/ the MA has to reconf igurate the path 
from the "through ca" to the "Direct pa". al first. 



78 



therefore, the MA reconf icjurates (at Step 1405) the entry 
37 in the upper logical device manageinent information 2 03 
of the upper logical device into the "to Direct PA", and 
defines^ with reference to the upper logical device 
5 management information 203, the CA managing the lower 
logical device made to correspond to the upper logical 
device. And, the defined CA is notified (at Step 1406) that 
t:hfi path of the upper logical device is reconf igurated from 
through CA to direct PA. 

10 The notified CA retrieves the disk cache 154 for all 

the data on corresponding Inwer logical devices thereby to 
miss the disk cache, that is, writes out the data, as not 
updated to the physical device or the external device, from 
the disk cache 154 to the corresponding device thereby to 

15 update the data in the device, and then immediately releases 
the cache area assigned to the data, for the updated data. 
The CA retrieves the disk cache 154 sequentially from the 
leading one of the lower logical devices by using the cache 
management information. Moreover, the CA manages the 

20 program for the portion having been retrieved and missed, 
hy managing the reconfiguration management pointer of the 
upper logical device and the lower logical device management: 
InformaLlun (at Step 1407). 

When the missing operations is completed for all the 

25 areas of the disk cache 154, the CA reports (at Step 1408) 
it to the MA/ and the MA reconrigurates the entry 37 In the 
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upper logical device management information 203 into the 
"Direct ?A" thereby to complete the path reconfiguration 
program. 

According to the embodiment thus far described^ a WAS 
5 system capable of decentralizing the processing load can 
be realized by separating the i/F portion (t'A) , to which 
the address for th© host computer 100 to send the conmand 
is attached, the NAS server portion (AA) for the f ile^ access 
program/ the cache adapter (CA) for operating the device, 
10 and the IF portion (PA) to be connected to the external 
storage 18 0, and by accessing through the internal network 
170. 

According tu the embodiment, the "Cooperative" mode 
is established by the I/F portion (PA), to which thfi ;^rirtrAfis 

15 for the host computer 100 to send the command is attached, 
the NAS server portion (AA) for the file access program, 
the cache adapter (CA) for operating the device, and the 
IF portion (PA) to be connected to the external storage 180, 
In case mass data is to be transferred by the host computer 

2 0 100 and the AA, it can be directly tranof erred between the 
I/F portion (PA) for the host computer and the l/F portion 
(PA) to be connected to the cache adapter (CA) or the external 
storage 180. Thus, it is possible to realise the NAS system 
which can lighten thft proneasing load of the AA and has a 

25 quick command response to the host computer. 

According to the embodiment/ the corresponding 
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relation between the file to be managed with the NA5 
management information 223 by the AA and the IP address of 
the I/F portion/ to which the host computer 100 transmits 
the r:ommand for accessing the file, can be so set in the 
5 entry 1602 that one PA may be processed by a plurality of 
MiS, and the processing load is lightened by the execution 
of the processing with the AAs although one NAS system 1 onkn 
as if it is accessed from the host computer 100. Thus, it 
is possible to realize the NAS system which has a quick 

10 command response to the host computer 100. 

According to the embodiment/ the corresponding 
relation between the file to be managed with the NAS 
management information 223 by tho AA and the IP address of 
the I/F portion, to which the host computer 100 transmits 

15 the command for accessing the file, can be so set in the 
entry 1602 that one AA may have a plurality of IP addresses, 
and the processing load is lightened by the execution of 
the processing with a plurality of PAs or ports 141 although 
it looks from the host computer 100 as if there are a 

20 plurality of NAS systems » Thus, it is possible to realize 
the NAS system which has a quick command response to the 
host computer 100. 

According to the embodiment, the corresponding 
relation between the file to be managed with the NAS 

25 management information 223 by the AA and the IP address of 
the I/F portion, to which the host computer 100 transmits 
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the coHunand for accessing the file, can be so set in the 
entry 1602 that one AA may have a plurality of IP addresses^ 
and iL lookb Iruiu the host computer 100 as if there are a 
plurality of NAS systems. Thus, it is possible tn r^rilizR 
5 the NAS system which can use the NAS systems for separate 
applications. 

According to the embodiment, 1:he cof respondlncf 
relation between the file to be managed with the NAS 
management information 223 by the AA and the IP address of 

10 the I/F portion/ to which the host computer 100 tr&nsmlto 
the comTnand for ar.nPifiAing the file can be partially 
transferred to another AA, whereby the AA having a higher 
processing load is expanded to ligULcdxi LIha processing load 
without affecting the host compxiter 100. Thus, it is 

15 possible to realize the NAS system which can improve the 
command response to rhe host computer. 

According to the embodiment, the corresponding 
relation between the file to be managed with the NAS 
management information 223 by the AA and the IP address of 

20 the I/F portion/ to which the host computer 100 transmits 
the command for accessing the file can be partially modified/ 
whereby the PA having a higher processing load is expanded/ 
or the load is dlsLrlbuLed Lu the PA having a low processing 
load/ thereby to lightRn the processing load. Thus* it is 

25 possible to realize the NAS system which can improve the 
command response to the host computer. 
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According to the c^mbodiment, by copying all C!ntr.1 
on the AAof the NAS management information 223 to the entries 
of the new aa, the aa can be replaced by a new package having 
a high processing ability without affecting the host 
computer 100, thereby to lighten the processing load. Thus, 
it is possible to realize the NAS system which can improve 
the command respoxise to Lhe hoaL coinpuLer. 

According to the embodiment^ by moving a portion of 
the IP address given to the port of the port management 
information 224, to the entry of another port 141, the access 
to the port 141 is distributed without changing the setting 
of the host computer 100, thereby to lighten the processing 
load. Thus, it is possible to realize the NAS system which 
can improve the command response to the host computer. 

According to the embodiment, in case the AA fails, the 
management information of the 7VA can be inherited to an 
alternate AA preset in the NAS iticinay eiueuL iuroriiiaLloxi 223. 
Thus, it is possiblf? to realise the MAS system which can 
continue the processing without reconf igurating the setting 
of Lhe host computer 100* 

According to the embodiment, in case the port 141 of 
the PA fails, either the information on the port 141 of the 
port managemenr information 224 is wnoiiy copied to the 
entry of the unused port 141, or the information on the port 
is partially moved to the used port 141, Thus, it is 
possible to realize the NAS system which can be used without 
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reconf iguratina the setting of the host computer 100. 

According to the embodiment, the CA can provide the 
AA with the external storage as its own device au LhciL aa 
inexpensive external storage can be utilized without 
5 mounting the disk device 157 on the storage 130. Thus/ it 
is possible to realize the NAS system having the 
aforementioned effects of the embodiment at a low cost. 

According to the embodiment, the AA can use the 
external storage directly not through the CA thereby to 
10 realize the NAS sysftem having the aforementioned effects 
of the embodiment at a low cost. 

According to the aforementioned embodiment, even in 
case the using load of the NAS rises, the processing of a 
portion of a high processing load can be so controlled and 
15 distributed that the response may not drop. 

According to the aforemenrioned embodiment/ even in 
case a fojilure occurb/ the information of the failure 
portion can be Inherited to another portion so that the NAS 
can be continuously accessed from the computer and used 
20 without reconf Igurating the setting of the computer. 
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